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Global Privacy Notice for Job Applicants and Prospects 

Last Updated: June 2025  

Dr. Reddy’s Laboratories Ltd. (“Dr. Reddy’s”) is responsible for the processing of your personal information as it decides why 
and how it is processed, thereby acting as the “Data Controller”. It may exercise this responsibility alone or jointly with other 
of Dr. Reddy’s affiliates and fully owned subsidiaries, acting as “co-controller(s)”. In this Privacy Notice, “we” or “us” refers 
to Dr. Reddy’s and its affiliates and fully owned subsidiaries.  
 
For the scope of this data privacy notice (“Notice”), job applicants or prospects mean individuals who apply to an open 
position with us, or who are contacted for or express interest in employment with us, or who attend a recruitment event or 
undergo an interview or assessment with us. This includes prospective employees and interns (will be further referred in this 
Notice as “you”).  
 
We value your privacy and are committed to ensuring that any personal information we receive is processed and protected 
in accordance with applicable data protection laws as well as with Dr. Reddy’s policies and standards. Please read this notice 
carefully since it sets out what personal information that relates to you directly or indirectly, we are processing information 
and why. It also informs you of your privacy rights and how to exercise them. We are committed to keeping you fully informed 
about our activities involving the processing of your personal information pertaining to talent management, scouting, 
assessment and acquisition activities and application, in general, for positions with us.  

 

Disclaimer: The controller is part of Dr. Reddy’s Group. The Data Controller may exercise this responsibility alone or jointly 
with other of Dr. Reddy’s affiliates and fully owned subsidiaries, acting as “co-controller(s)”. 
 
If you are a candidate based in USA or Canada, please also refer to the CCPA and Quebec Notice for Job Applicants and 

Prospects by clicking here.  

If you are a candidate based in Europe, UK or Switzerland, refer to the additional information applicable to you here. 
Excluding the points mentioned in this specific section, the remaining sections of the main Privacy Notice are also applicable 
to you. 
 

If you are a candidate based in Colombia, Dr. Reddy´s Laboratories S.A.S. and Dr. Reddy´s Laboratories Limited will be your 

joint Data Controllers. 

If you are a candidate based in Mexico, Industrias Químicas Falcon de México S.A. DE C.V Dr. Reddy´s Laboratories Limited 

will be your joint Data Controllers. 

If you are a candidate based in Chile, Dr. Reddy´s Laboratories Chile SpA and Dr. Reddy´s Laboratories Limited will be your 
joint Data Controllers. 
 
If you are a candidate or applicant based out of Brazil, please also refer to the Brazil Privacy Notice in English here. 

Excluding the points mentioned in the Brazil specific notice, the remaining sections of the main Privacy Notice are also 

applicable to Brazilian Residents.  

 
1. What personal information do we collect from you? 

In the context of the above described, we will only process personal information that is relevant to you as a job applicant or 

a prospect, which in some cases might require key strategic validations for skills and professional standing. 

We mainly collect personal information directly from you when you apply for a job in our application management system 

or when you participate in an interview or assessment. In such cases, we will act as a Data Controller of your personal 

information. 

We can also obtain information from professional social networks, such as LinkedIn or other job boards, and from other 

publicly accessible sources (only information relevant to your professional life) for the purposes of actively approaching you 

with job opportunities. Should we not have already received your agreement to hold your data, on our initial contact with 

you, we will ask for your consent to hold your data only post which we will proceed with your candidature. 

We may also receive personal information when you apply for an open position with us through the third parties like 

recruitment agencies or consultants. In such cases, the third party may also act as a Data Controller of your personal 
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information. To exercise your data protection rights for the processing activities carried out by such third parties; you may 

need to contact the third party through which you have applied for a position with us. We may also receive your personal 

information (name, email address and your resume) when our employee has referred you for a position with us as part of 

our employee referral program. In such cases, you are notified that you have been referred by an employee of Dr. Reddy’s. 

Through the notification email, you will be asked to apply in our application management system. We have a documented 

employee referral policy in place. 

Some information is generated automatically when you use or otherwise interact with our application management system 

to create an account and manage your job applications. 

In connection to your application to an open position, we may process the following personal information. Do note that the 
personal information listed below will collected only in a manner that is consistent with the purposes and/or the applicable 
local laws: 
 

• contact and general identification information (e.g., name, first name, middle name, last name, gender, ethnicity, 
disability, date and place of birth, nationality, government issued identification number and card, email and/or 
postal address, fixed and/or mobile phone number, immigration status); 

• social media profile information (i.e., when you use your social media accounts to register in our application 
management system; your profile details such as name, email address and other information that you choose to 
make accessible to us when you connect your social media account with our talent management system), 

• references, hobbies or interests (not mandatory and only as you deem necessary to share or voluntarily include in 
your CV/Resume). 

• past remuneration and benefits data (such as salary level and amount, bonus, stocks, options, insurance, lost 
incentives and other benefits in the countries where required and to the extent legally permitted), 

• education, professional standing, background/reference check and job preferences (such as employment and 
education history, professional qualifications, skills, college transcripts, letter of recommendation, certifications 
and experience, past employers and their contact data, location preference, role preference (function and 
discipline), language preference, information necessary to complete a background/reference check such as contact 
information of your references from previous organization, as required and legally permitted and other information 
you voluntarily provide in your CV/Resume/Cover letter)  

• electronic identification and systems access data (e.g., picture or facial image, publicly available profiles on social 
media, online identifiers/cookies, username, passwords, secret questions and answers, system login and activity 
logs, access and connection times, sound or video recording such as remote conferencing platforms, on-site CCTV 
or voice recordings for security purposes), 

• Only when legally permitted in your country, information pertaining to legal standing, your race, credit and 
background validations depending on the position’s responsibilities, information necessary to complete a 
background or credit or solvency check as well as judicial data and investigation data (e.g., proceedings, outcomes, 
information, documentation, and convictions). Please note that the performance of these checks will be dependent 
on several factors such as the position, as well as local availability and viability of each Dr. Reddy’s legal entity 
offering such position. You will be provided with further details on this, should it be relevant to your application.  

 
Insofar as strictly necessary and legally permitted, your sensitive personal information may be collected (such as sexual 

orientation, visible or reported disabilities or protected group belonging, diversity and inclusion related information, labour 

union membership).  

If you are based in Colombia, you are not obliged to provide it, except in cases where there is a legal duty that requires it. 

If you have applied for a position based in the Russian Federation or are a Russian citizen, please do not provide us your 
personal information concerning your race, nationality, political views, religious or philosophical beliefs, health, sexual 
orientation, and intimate life. 
 
More generally, we will collect personal information that you voluntarily and willingly disclose during interviews, and which 
should be strictly related to your professional capacity and fit for the corresponding open position. Please also note that 
where you provide personal information of other individuals such as your references, family members etc, you have the duty 
to ensure that you have their consent to share such information with us, as required under applicable Data Protection laws. 
 
You may also choose to join our ‘Community’ by registering yourself and providing some of the personal information as listed 
above to stay connected with us. If you join our ‘Community’, your personal information will be processed to periodically 
send you career related communications and you can anytime opt out at any point, if you wish to do so, using the 
“Unsubscribe “link provided in our communication emails to you.  
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Our recruiters, who are aided by the applicant tracking tool, review job applications to determine the job fitment. Our 
recruitment processes are not solely based on automated decision-making.  
 
You may, at any point in time and without any repercussions, manage, update, or delete your personal information directly 
through your account or indirectly by reaching out to us at springboard@drreddys.com. We are committed to always 
honouring your privacy.  

 
2. For which purposes do we use your personal information?  

 

2.1 Legal basis for the processing 

We will not process your personal information if we do not have a proper justification foreseen in the applicable local laws 

for that purpose. Therefore, we will only process your personal information if: 

• we have obtained your consent, 

• the processing is necessary to perform our contractual obligations towards you and to take pre-contractual steps 

at your request, 

• the processing is necessary to comply with our legal or regulatory obligations, 

• the processing is necessary for our compliance with any judgment or decree, or order issued under any law, 

• the processing is necessary to protect your vital interests or those of another person, or 

• the processing is necessary for our legitimate interests, which do not unduly affect your interests or fundamental 

rights and freedoms, 

• the processing is necessary for the specified purpose for which you have voluntarily provided your personal 

information to us, and in respect of which you have not indicated to us that you do not consent to the use of your 

personal information.  

 

2.2 Purposes of processing 

We always process your personal information for a specific purpose and only process the personal information which is 

relevant to achieve that purpose. In particular, we process your personal information for the following purpose(s): 

• phone or electronic communications via channels such as WhatsApp, email and SMS to enable the recruitment 

process including in person or remote interviews, 

• conduct role fitment assessments or other suitability evaluations, fitted to the corresponding open position, 

• perform background or employment checks (when applicable and legally permitted), 

• conduct pre-employment medical checkups, when required by the applicable law(s), 

• proctor any virtual examinations or assessments that you undertake,  

• verify your identity, academics, or qualifications in relation to your application, 

• facilitate your travel to our offices, if required as part of the selection process,  

• perform general analytics to improve our internal processes, as well as to provide a better service to you when 

applying for an open position with us, 

• administer your application using internal or external recruitment platforms like job boards, 

• as required under applicable law. 

 
3. Who has access to your personal information and to whom is your personal information transferred?  

We will not share, or otherwise transfer your personal information to recipients or third parties other than those indicated in 

this Privacy Notice. 

During the course of our activities and for the same purposes as those listed in this Notice, your personal information can be 

accessed by, or transferred to the following categories of recipients or third parties, on a need-to-know basis to achieve such 

purposes: 

• our personnel (including personnel, departments or other affiliates of Dr. Reddy’s), 

• our services providers that provide services and products to us, 

• our IT systems providers, cloud service providers, database providers and consultants, who we have engaged to 

facilitate the recruitment and onboarding process. 

• any third party to whom we assign or novate any of our rights or obligations; and 

• our advisors and external lawyers in the context of the sale or transfer of any part of our business or its assets. 

mailto:springboard@drreddys.com
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The above third parties are contractually obliged to protect the confidentiality and security of your personal information, in 

compliance with applicable law and our policies and standards. Please note that where you consent to use third-party 

communication channels such as WhatsApp to interact with us, the relevant data processing terms of the channel will apply 

e.g. when you share your information with us on WhatsApp, their Business terms will apply which can be found here.   

We may share personal information you submit as part of the application process with selected service providers or 

consultants acting on our behalf that may assist us in recruiting talent, performing data analysis, providing talent or 

application management systems, providing IT or related infrastructure, providing communication or reach out services, 

administering and evaluating pre-employment screening and testing, and improving our recruitment process. Your personal 

information can also be accessed by or transferred to any national and/or international regulatory, enforcement, public body 

or court, where we are required to do so by applicable law or regulation or at their request. 

The personal information we collect from you may also be processed, accessed, or stored in a country outside the country 

where we are located, which may not offer the same level of protection of personal information. We ensure that transfers to 

another affiliate or subsidiary of Dr. Reddy’s take place only after ensuring compliance with applicable laws and that your 

information is always protected in line with our global policies and standards. 

If we transfer your personal information to external companies in other jurisdictions , we will make sure to protect your 

personal information by (i) applying the level of protection required under the local data protection/privacy laws applicable 

to us and to the processing of your data (ii) acting in accordance with our policies and standards and, (iii) for our entities 

located in the European Economic Area (i.e. the EU Member States plus Iceland, Liechtenstein and Norway, the "EEA"), unless 

otherwise specified, only transferring your personal information on the basis of standard contractual clauses, or other secure 

and lawful methods for transfer, approved by the European Commission. You may request additional information in relation 

to international transfers of personal information and obtain a copy of the adequate safeguard put in place by exercising your 

rights as set out in Section no. 6 below.  

 

4. How do we protect your personal information? 

We have implemented appropriate technical and organisational measures to provide an adequate level of security and 

confidentiality to your personal information. 

The purpose of these measures is to protect it against accidental or unlawful destruction or alteration, accidental loss, 

unauthorized disclosure or access and against other unlawful forms of processing. 

 
5. How long we store your personal information? 

We will only retain your personal information for as long as necessary to fulfil the purpose for which it was collected or to 

comply with legal or regulatory requirements. 

The personal information you submit will be retained in the candidate database for a period of 36 months since you last 

updated your profile, or longer if you are still being considered for an open position, or if you have updated your candidate 

account (e.g., apply to another job, update your CV/Resume). Recruiters at Dr. Reddy’s and its affiliates worldwide will be 

able to access your Information and may contact you should a suitable opening arise.  

If your information is shared to us by a recruitment agency or our employee as part of referral process, and once you have 

consented, the Information will be retained for a period of 36 months since submission, or longer if you have updated your 

account or you are being considered for an open position. If no consent has been obtained, we will delete such data within 

30 days of notifying you. Additionally, in relation to personal information collected and processed in the context of a dispute 

are deleted or archived (i) as soon as an amicable settlement has been reached, (ii) once a decision in last resort has been 

rendered or (iii) when the claim becomes time barred. 

 

For candidates applying from Germany, your personal information will be stored for a period of 6 months since you last 

updated your profile, or longer if you are still being considered for an open position, or if you have updated your candidate 

account. Only if you have given your explicit consent to the controller, we may keep your CV for longer in case a new position 

becomes available in the future. In this scenario, we will keep your data for a maximum of 1 year. Please, refer to the Privacy 

Notice for Germany below for further information.  

6. What are your rights and how can you exercise them? 

Whenever we process Personal information, we take reasonable steps to keep your personal information accurate and up 

to date for the purposes for which they were collected. We will provide you with the ability to exercise the following rights 

under the conditions and within the limits set forth in the applicable local laws. 

• the right to be informed about what personal information we have about you and how we process your data, 

https://www.whatsapp.com/legal/business-terms/
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• the right to access your personal information as processed by us and, if you believe that any information relating 

to you is incorrect, obsolete, or incomplete, to request its correction or updating. 

• the right to erasure of your personal information or the restriction thereof to specific categories of processing, 

• the right to withdraw your consent at any time, without affecting the lawfulness of the processing before such 

withdrawal, 

• the right to object, in whole or in part, to the processing of your personal information. With certain exceptions, 

this includes the right to object to direct marketing and the right to object to your data being used for research,  

• the right to grievance redressal for any grievances you may have related to the way your personal information is 

processed, and 

• the right to nominate another individual to exercise your privacy rights on your behalf in case of your death or 

inability to do so.  

• the right to request its portability, i.e., that the personal information you have provided to us be returned to you 

or transferred to the person of your choice, in a structured, commonly used and machine-readable format without 

hindrance from us and subject to your confidentiality obligations, 

• the right to object to automated decision-making including profiling, i.e., you can request a human intervention in 

any automated decision-making process related to processing of your data and where such processing is not based 

on your consent, authorised by law or necessary for the performance of a contract. However, we don’t currently 

make decisions solely using automated processes, 

• To request proof of the authorization granted for the processing of your data. 

• To file complaints with the Superintendence of Industry and Commerce for violations of the law. 

To ensure that your personal information remains up to date and accurate, you may review or update your personal 

information by accessing profile section in your Dr. Reddy’s candidate profile. However, we will become aware of the changes 

you make only when you apply for a job next time. Please note that you can also choose to completely delete your profile 

with us. 

If you want to exercise the above rights or have a question you may send an email to our Data Privacy Officer at 

dataprivacy@drreddys.com.  

If you are located in Colombia, you may send an email to notificacionescol@drreddys.com.   

Data Privacy Officer for DRL Brazil: If you want to exercise your rights laid out in the Privacy Notice or have a question related 

to the processing of your personal information in Brazil, you may send an email to our Data Privacy Officer: 

Débora Kirchner Juliano  

Email id: juridico.brasil@drreddys.com 

 

Please note that when you send us a communication through these channels, we may request a scan of your identity card 

for identification purpose, it being understood that we shall only use such data to verify your identity and shall not retain the 

scan after completion of the verification. When sending us such a scan, you should make sure to redact your picture and 

national registry number or equivalent on the scan. 

Grievance Redressal: In case you are not satisfied with how we process your personal information, you can address your 

concern to our Data Privacy Officer using the above-mentioned email id(s), and your concern will be investigated further. 

If you still do not receive a resolution for your grievance, you also have the right to file a complaint with the competent 

data protection authorities, in addition to your rights above. 

 
7. How will you be informed of the changes to our Privacy Notice?  

We may change or update this notice from time to time by posting a new privacy notice in our application management 

systems or our corporate website (www.drreddys.com). Please keep checking this notice occasionally so that you are aware 

of any changes. 

  

mailto:dataprivacy@drreddys.com
mailto:notificacionescol@drreddys.com
mailto:juridico.brasil@drreddys.com
http://www.drreddys.com/
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Notice at Collection for California and Quebec for Job Applicants and Prospects 

This Privacy Notice at Collection, which supplements our Privacy Notice for Job Applicants and Prospects (the “Privacy 

Notice”), is provided pursuant to the California Consumer Privacy Act, as amended (the “CCPA”) and the Quebec Act 

respecting the Protection of Personal Information, as amended.   

A. California Residents 

 The following applies to all California residents who are job applicants or prospects (as described in the Privacy Notice) of Dr. 

Reddy’s. All usages of “you,” “yours,” etc. are references to such California residents. 

Categories of Personal Information Collected 

We may collect the following categories of personal information from or about you: 

• Identifiers, such as your first name, last name, and email address.  

• Personal information described in Section 1798.80(e) of the California Civil Code, such as your phone number and 
postal address.  

• Characteristics of protected classifications under California or federal law, such as race, marital status, sex, and 
gender.  

• Internet or other electronic network activity information, such as online identifiers, system logins and activity logs.  

• Audio, electronic, visual, or similar information, such as sound or video recordings.  

• Professional or employment-related information, such as professional qualifications, past employers, and dates of 
employment.  

• Education information, such as college transcripts.  

• Geolocation Data.  

• Inferences drawn from the above categories of personal information.  
 

We do not sell or share personal information or sensitive personal information as those terms are defined by the CCPA.  
 
Purposes for which Personal Information is Collected 

We may use personal information for the following business purposes: 

• To communicate with you about your application, candidacy, and the recruitment process  

• To conduct assessments or other suitability evaluations  

• To perform background or employment checks (when applicable and legally permitted),  

• To verify your identity, academics, qualifications, or other information in relation to your application,  

• To perform general analytics to improve our internal processes, as well as to provide a better service to you when 
applying for an open position with us,  

• To administer your application using internal or external recruitment platforms like job boards,  

• As otherwise required under applicable law.  
 
Retention of your Personal Information  
 
We retain your personal information for as long as it is reasonably needed to perform the business purpose for which 
it was collected or to comply with our legal and regulatory requirements. Additionally, the personal information you 
submit will be retained in our candidate database for a period of 36 months since you last updated your profile, or 
longer if you are still being considered for an open position, or if you have updated your candidate account (e.g., apply 
to another job, update your CV/Resume).  
 
If your information is shared to us by a recruitment agency or our employee as part of referral process, and once you 
have consented, the information will be retained for a period of 36 months since submission, or longer if you have 
updated your account or you are being considered for an open position. If no consent has been obtained, we will delete 
such data within 30 days of notifying you.  
 
B. Quebec Residents 

 The following applies to all residents of the Province of Quebec (Canada) who are job applicants or prospects (as described 

in the Privacy Notice) of Dr. Reddy’s. All usages of “you,” “yours,” etc. are references to such Quebec residents. 

The fifth paragraph of Section 3 of the Privacy Notice is replaced with the following: 
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The personal information we collect from you may also be processed, accessed, or stored outside of the province or country 
where you reside, including, for example, the United States and India.  These jurisdictions may not offer the same level of 
protection of personal information. We ensure that transfers to another affiliate or subsidiary of Dr. Reddy’s take place only 
after ensuring compliance with applicable laws and that your information is always protected in line with our global policies 
and standards. 
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Additional Information on the collection and processing of your personal data in connection with 

the application process in Europe, UK and Switzerland 

Diligence and transparency are the basis for a trusting collaboration. Therefore, please find below the information on 

how we process your data in context of your application with us and how you can exercise your rights to which you are 

entitled according to the General Data Protection Regulation (GDPR), UK General Data Protection Regulation (UK GDPR) 

or new Federal Act on Data Protection (nFADP).  

A. Who is responsible for processing your personal data?  

The Data Controller shall be the potential employer with whom you are interacting:  

Country Data controller (potential employer) 
 

Switzerland Dr. Reddy’s Laboratories SA, a company incorporated in Switzerland with its office at 
Grosspeteranlage 29, 4052 Basel, Switzerland;  
 

 North Star Switzerland Sarl, a company incorporated under the laws of Switzerland and having 
its registered office at Avenue Perdtemps 23, 1260 Nyon; 
 

Germany betapharm Arzneimittel GmbH, a company incorporated under the laws of Germany and having 
its registered office at Kobelweg 95, 86156 Augsburg, Germany; 
Details of the DPO: datenschutz@betapharm.de 
DataCo GmbH 
Dachauer Straße 65 
80335 Munich 
Germany 
 
Reddy Holding GmbH, a company incorporated under the laws of Germany and having its 
registered office at Kobelweg 95, 86156 Augsburg, Germany; 
Beta Institut GMBh, a company incorporated under the laws of Germany and having its 
registered office at Kobelweg 95, 86156 Augsburg, Germany; 
 

 Nimbus Health GmbH, a company incorporated under the laws of Germany and having its 
registered address at Otto-Scheugenpflug-Straße 2, 63703 Offenbach am Main, Germany; 
 

UK Dr. Reddy’s Laboratories (UK) Ltd, a company incorporated under the laws of United Kingdom 
and having its registered office at: 410 Cambridge Science Park, Milton Road, Cambridge, CB4 
0PE, United Kingdom, 
Dr. Reddy’s Laboratories (EU) Ltd, a company incorporated under the laws of United Kingdom 
and having its registered office at 410 Cambridge Science Park, Milton Road, Cambridge, CB4 
0PE, United Kingdom; 
 

 North Star OpCo Limited, a company incorporated under the Laws of England and Wales whose 
registered office is at Building 5 First Floor, the Heights, Surrey, Weybridge, United Kingdom, KT13 
0NY; 
 

Spain Reddy Pharma Iberia S.A., a company incorporated under the laws of Spain and having its 
registered office at: Avenida Josep Tarradellas, 38 08029 Barcelona, Spain; 
 

Italy Dr. Reddy's S.r.l, a company incorporated under the laws of Italy and having its registered office 
at: Piazza Santa Maria Beltrade 1, 20123, Milano Italy;  
 

France Reddy Pharma S.A.S, a company incorporated under the laws of France and having its registered 
office at: 9 Avenue, Edouard, Belin, 92500 Rueil, Malmaison, France; 
 

Netherlands Dr. Reddy's Research & Development B.V, company incorporated under the laws the 
Netherlands and having its registered office at Claude Debussylaan 10, 3e verdieping, units 24 + 
25, 1082MD AmsterdamZernikedreef 12, 2333 CL Leiden , The Netherlands; 
 

 Reddy Netherlands B.V., a company incorporated under the laws the Netherlands and having its 
registered office at Claude Debussylaan 10, 1082MD Amsterdam 

mailto:datenschutz@betapharm.de
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Denmark  
Dr. Reddy's Denmark ApS, a limited liability company organised and existing under the laws of 
Denmark, with its registered office at Delta Park 45, 2665 Vallensbæk Strand, Denmark;  
 

Romania Dr. Reddy’s Laboratories Romania S.R.L., a company incorporated under the laws of Romania 
and having its registered office at 30-32 Daniel Danielopolu Street, 5th floor, space 1, district 1, 
postal code 01413, Bucharest (Romania); 
 

Sweden North Star Sweden AB, a company incorporated under the laws of Sweden and having its 
registered office at c/o GotYourBack AB, Linnégatan 18, 114 47 Stockholm and company 
registration number 559490-5944;  
 

Finland Dr. Reddy’s Finland Oy a limited liability company organised and existing under the laws of 
Finland, with its registered office at c/o Ecovis Finland Oy, Bulevardi 21, 00180 Helsinki, Finland; 
 

Norway North Star Sweden AB NUF  (Norwegian branch), Lysaker torg 5, 1366 Lysaker, Norway, 
organization number 933 906 701; 
 

 

The above entities are a part of the Dr. Reddy’s Group. The Data Controller may exercise this responsibility alone or jointly 

with other Dr. Reddy’s affiliates or fully owned subsidiaries, acting as “co-controller(s)”. In this Privacy Notice, “we” or “us” 

refers to Dr. Reddy’s Laboratories Ltd. and its affiliates and fully owned subsidiaries.  

B. What personal data of yours do we use?   

Please note that Section 1, of the Global Privacy Notice, in particular as from paragraph 6   shall be subject to legal 

particularities in Europe, UK and Switzerland. In those territories, please note we will only use the minimal required 

information to obtain the pursued purposes. In particular: 

• We will not be using any data relating to your gender or ethnicity 

• The references shall only be requested if the local law in the territory allows this sort of processing. Please also 

note that where you provide personal information of other individuals such as your references, family members 

etc, you have the duty to inform them of such sharing and ensure that you have their consent to share such 

information with us, as required under applicable Data Protection laws. 

• Regarding background checks, we do not usually conduct them unless the position requires this and is legally 

permitted. 

• On consultation of publicly available profiles, we only consult professional social media, excluding your private 

accounts.  

 

C. Section 2, Global Privacy Notice – For which purposes do we use your personal information?  

Section 2.1. Legal Basis for the processing shall also add the following:  

(…..)  

In particular, in those territories, we process personal data about you for the purpose of your application for employment, 

insofar as this is necessary for the decision on the establishment of an employment relationship with us.  

The legal basis for this is: Art. 6 para. 1 b GDPR and UK GDPR, the Swiss Code of Obligations (art. 328.1) and the Recruitment 

Act (RecA) or Recruitment Ordinance (RecO). 

Furthermore, we may process personal data about you insofar as this is necessary for the defense of asserted legal claims 

against us arising from the application process. The legal basis for this is our legitimate interest (Art. 6 para. 1 f GDPR).  

Insofar as we would like to store your personal data in order to consider you for future positions that may be of interest for 

you, we will obtain your consent for this in accordance with Art. 6 para. a GDPR and UK GDPR. 

Insofar as an employment relationship arises between you and us, we may further process the personal data already received 

from you for the purposes of the employment relationship in accordance with Art. 6 para. 1 b and c GDPR and UK GDPR, the 

Swiss Code of Obligations (art. 328.1), as applicable, if this is necessary for the implementation or termination of the 
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employment relationship or for the exercise or fulfillment of the rights and obligations of the employee representation 

resulting from a law or a collective agreement, a company or service agreement (collective agreement). 

D. Section 3, Global Privacy Notice – Who has access to your personal information and to whom is your personal 

information transferred?   

In section 3, Who has access to your personal information and to whom is your personal information transferred?, the 

following paragraphs shall be added:  

(…) 

International Data Transfers within Europe, the UK, and Switzerland: As we are part of an international group of companies 

where the parent company Dr. Reddy's Laboratories Limited is based in India, certain applicant data may be transferred to 

affiliated entities located in the European Union (EU), the European Economic Area (EEA), the United Kingdom (UK), and 

Switzerland. These transfers are carried out for internal administrative purposes and for group-wide planning and control of 

processes and resources. 

Transfers to the EU, EEA, and the UK are permitted under the UK General Data Protection Regulation (UK GDPR) and the EU 

General Data Protection Regulation (EU GDPR), as these jurisdictions are recognized as providing an adequate level of data 

protection under the respective adequacy frameworks of the UK Government and the European Commission. 

Transfers to Switzerland are based on the adequacy decision of the European Commission (Commission Implementing 

Decision (EU) 2021/1772 of 28 June 2021), which is also recognized by the UK Government as providing adequate protection 

for personal data. Accordingly, such transfers do not require additional safeguards under Article 46 of the UK GDPR or EU 

GDPR. 

For India, the transfers are safeguarded by the use of Standard Contractual Clauses (SCCs) approved by the European 

Commission, which are recognized as appropriate safeguards under both the UK GDPR and the Swiss Federal Data Protection 

Act (FDPA), ensuring that data subjects’ rights and freedoms are adequately protected. 

E. Section 5, Global Privacy Notice – How long do we store your personal information?  

Clause 5 is replaced and shall now be read as follows:  

We will only retain your personal information for as long as necessary to fulfil the purpose for which it was collected or to 

comply with legal or regulatory requirements. 

The general rule and standard across the region is that the personal information you submit will be retained in the candidate 

database for a period of 6 months since you last updated your profile, or longer if you are still being considered for an open 

position, or if you have updated your candidate account (e.g., apply to another job, update your CV/Resume). However, in 

certain jurisdictions, specific legal requirements may mandate shorter retention periods that we will be implementing. Only 

if you have granted the Data controller with your express consent, we can maintain your CV for longer in the event of a new 

position opening up in the future. In this scenario, we will retain your data for maximum 1 year. 

If your information is shared to us by a recruitment agency or our employee as part of referral process, once you have 

provided us with your consent, the information will be retained for the same period of 6 months maximum since submission, 

or longer if you have updated your account or you are being considered for an open position. If no consent has been obtained, 

we will delete such data within 30 days of notifying you. Additionally, in relation to personal information collected and 

processed in the context of a dispute are deleted or archived (i) as soon as an amicable settlement has been reached, (ii) 

once a decision in last resort has been rendered or (iii) when the claim becomes time barred.  

 

F. Section 6, Global Privacy Notice – What are your rights and how can you exercise them?  

In addition to the content of Section 6, 

You have the right to lodge a complaint with the competent data protection supervisory authority if you believe that your 

personal data is being processed in violation of applicable data protection laws.  

Country Supervisory Authority 

Switzerland Federal Data Protection and Information Commissioner (FDPIC) 
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Germany 
Federal Commissioner for Data Protection and Freedom of Information (BfDI) + Bavarian State Office 

for Data Protection Supervision (BayLDA), Promenade 27, 91522 Ansbach 

 

UK Information Commissioner’s Office (ICO) 

Spain Agencia Española de Protección de Datos (AEPD) 

Italy Garante per la Protezione dei Dati Personali 

France Commission Nationale de l’Informatique et des Libertés (CNIL) 

Netherlands Autoriteit Persoonsgegevens 

Denmark Datatilsynet 

Romania Autoritatea Națională de Supraveghere a Prelucrării Datelor cu Caracter Personal (ANSPDCP) 

Sweden Integritetsskyddsmyndigheten (IMY) 

Finland Office of the Data Protection Ombudsman 

Norway Datatilsynet 

 

If you are not satisfied with how we process your personal information, you may contact our Data Privacy Officer at 

dataprivacy@drreddys.com. We take all concerns seriously and will investigate your complaint thoroughly. If you are not 

satisfied with the outcome, you also have the right to escalate the matter to the relevant data protection authority. 

Changes to this information 

If the purpose or the way of processing your personal data changes significantly, we will update this information in due time 

and make it available to you. 
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Notice at Collection of Personal Data for Brazil Job Applicants and Prospects 

The following applies to job applicants and prospects (as described in the Privacy Notice) of Dr. Reddy’s and/or Dr. Reddy’s Farmacêutica do 

Brasil Ltda. that are residents of Brazil. All usages of “you,” “yours,” etc. are references to such Brazilian residents.  

Categories of Personal Information Collected 

When applying from Brazil, we may collect the following categories of personal information from or about you: 

• contact and general identification information (e.g., name, first name, middle name, last name, gender, nationality, government 

issued identification number and card, email and/or postal address, fixed and/or mobile phone number, immigration status);  

• social media profile information (i.e., when you use your social media accounts to register in our application management system; 

your profile details such as name, email address and other information that you choose to make accessible to us when you connect 

your social media account with our talent management system),  

• references, hobbies or interests (not mandatory and only as you deem necessary to share or voluntarily include in your CV/Resume).  

• education, professional standing, background/reference check and job preferences (such as employment and education history, 

professional qualifications, skills, location preference, role preference (function and discipline), language preference, as required 

and legally permitted and other information you voluntarily provide in your CV/Resume/Cover letter)   

• electronic identification and systems access data (e.g., picture or facial image, publicly available profiles on social media, online 

identifiers/cookies, username, passwords, secret questions and answers, system login and activity logs, access and connection 

times, sound or video recording such as remote conferencing platforms, on-site CCTV or voice recordings for security purposes),  

• sensitive information you choose to share with us, such as gender and disability status. 

 

Purposes of processing personal information  

Section 2.2 of the Privacy Notice is replaced with the following for Brazilian residents:  

• phone or electronic communications via channels such as WhatsApp, email and sms to enable the recruitment process including in 

person or remote interviews,  

• conduct role fitment assessments or other suitability evaluations, fitted to the corresponding open position,  

• proctor any virtual examinations or assessments that you undertake,   

• verify your identity, academics, or qualifications in relation to your application,  

• facilitate your travel to our offices, if required as part of the selection process,   

• perform general analytics to improve our internal processes, as well as to provide a better service to you when applying for an open 

position with us,  

• administer your application using internal or external recruitment platforms like job boards,  

• as required under applicable law.  

The fifth paragraph of Section 3 of the Privacy Notice is replaced with the following: 

If we transfer your personal information to external companies in other jurisdictions , we will make sure to protect your personal information 

by (i) applying the level of protection required under the local data protection/privacy laws applicable to us and to the processing of your 

data (ii) acting in accordance with our policies and standards and, (iii) on the basis of standard contractual clauses, or other secure and lawful 

methods for transfer, approved by the  Autoridade Nacional de Proteção de Dados (“ANPD”). You may request additional information in 

relation to international transfers of personal information and obtain a copy of the adequate safeguard put in place by exercising your rights 

as set out in Section no. 6 of the Privacy Notice.   

 

DRL Brazil Data Protection Officer 

If you wish to exercise your rights set out in the Privacy Notice or have any questions relating to the processing of your personal information 

in Brazil, you may send an email to our Data Privacy Officer: Débora Kirchner Juliano at juridico.brasil@drreddys.com.  
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